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Overview

q Some example privacy settings
q Define privacy
q How privacy is compromised ?
q Implications
q How privacy is provided
q Why users ignore privacy
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Privacy 
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Privacy: Few Questions

q Facebook posts
q Many users post their home addresses
q Class details
q Phone numbers

q Youtube videos
q Show their homes
q Places they visit

q Instagram
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What is Privacy ?

qDeals with protection of information of individuals
q Environment

q Privacy is dynamic - can change across societies, cultures, evolving events

q Contributing factor
q Storage cost is decreasing
q Communication and networking is connecting large number of devices
q Easy access to content

q Confidentiality and privacy are same ?
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Privacy Compromise

q Careless Users 
q Unaware Users
q Cyber Attack

q On devices/computers
q On networks
q Trick the user to reveal the private information 

q Corporate actions
q MiTM Attacks

q Government censorship 
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Privacy Compromise Implications

q Not needed attention
q Cyber bullying
q Cyberstalking 
q Financial implications 
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How Privacy is Provided
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How Privacy is Provided
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How Privacy is Provided
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Privacy: Is the User Caring ? 
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Privacy: is the User Caring ?
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Privacy: is the User Caring ?
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Privacy 

q Does the users have option ?
q Do they read ?
q Do they understand ?
q Do they care about ?
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Privacy: Why Users Reject or Ignore Warnings ?

q Argument-1: Users are hopelessly lazy 
q Argument-2: Advices make systems not usable 
q Argument-3: Advices save them from direct costs but incur indirect 

costs 
q Too many advices: US-Cert has a list of 51 advices each running upto

a page length 
q The benefits are not clear 
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Privacy: Why Users Reject or Ignore Warnings ?

Protection against something bad
60 million dollar loss annually  and that turns out to be 0.35 cents, but it increases the cost of screening 
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Settings

q Location 
q Audio storage - Google assistant, Siri, Alexa 
q AD-Tracking
q Two-Factor Authentication 
q Notifications 
q Automatic update
q Popups
q Voice commands
q Face unlock
q Cookies 
q Tracking 
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